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<decoder name="sshd”>
<program_name>"sshd</program_name>
</decoder>
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<decoder name="sshd-success”>
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<group name="syslog,sshd,”>
<rule id="100120" level="5">
<group>authentication_success</group>
<description>SSHD testing authentication success</description>
</rule>
<rule id=100121" level="6">
<description>SSHD rule testing 2</description>
</rule>
</group>
S obal ool (sl ygilE .S e g ool ol Dg2g 5ilB £45 g0
2z ololn o8 e Lo gl aiins (Kines (90 g S,
Sy ool ylgd sl o Jlie ;o yeiSL assl s olayg,
s ogdle s ol ool yuilgd aile i S e uiled Dl edas
b laie Kioan gl,— 3 timeframe 4 frequency <level 4 id
4o frequency sla =i 45 abgy o (55 FT iy 050 oo ool ool
Slae 4 cel Dygo cpl Ho 040 oolawl timeframe e o3l
oz 5l <If sid> gl A ] egdle g e 00ld
ez il lei o iz o D9 oo oolaiul <if matched sid>
same_dst ¢same_src_port ¢same_dst ip <same_source ip  y3—>
olass o )5 oolasw! o yeild 1 gl s same_user ssame_id <port
e 5l ool b Mlie b zels TOALS cude sloa jloie
Slae WBL TP S 5l o ygild dan 45T 5 50 ,o same_source ip
g g0 03ls
ouls 0ol F) olaygy ply joas cul sol 5ild G by 3 Jlse
Ol by ye S e (958 aalol 4o 223 o0 |y DROP fuly g5l 5o
Ll 00wl
<rule id=»4101» level=»5»>
<if sid>4100</if sid>
<action>DROP</action>
<options>no_log</options>
<description>Firewall drop event.</description>
<group>firewall drop,</group>

</rule>
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<group name="syslog,sshd,”>

<rule> ... </rule>

</group>
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[Application/Check name] [any or all or and] [reference]

type:<entry name><test><value>;
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[Firewall/Anti Virus notification disabled] [any] []
r:HKEY LOCAL MACHINE\ SOFTWARE Microsoft \Security Cen-
ter->FirewallDisableNotify->10;
r:HKEY LOCAL MACHINE\SOFTWARE \Microsoft \Security Cen-

ter->antivirusDisableNotify->!0;
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<rule id=»4151» level=»10» frequency=»16» timeframe=»45» >

<if matched_sid>4101</if matched_sid>

<same_source ip />

<description>Multiple Firewall drop events from same source.</

description>

<group>multiple_drops,</group>

</rule>
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<command>
<name> firewall-drop </name>
<executable> firewall-drop.sh </executable>
<expect> srcip </expect>
<timeout_allowed> yes </timeout_allowed>

</command>

<active-response>

<command> firewall-drop </command>
<location> local </location>

<level> 6 </level>

<timeout> 600 </timeout>

</active-response>
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pADV | mobile adversary

n | # of sensors, i.e., the size of the UWSN

i.j | sensor indexes
8; | sensor i
r | round index
x | target data

& | sensor in possession of x at the start of round r
S+ | sensor that receives x during round r
v | maximum number of rounds between successive sink visits
k | maximum number of concurrently compromised sensors
Cy | set of compromised sensors at round r
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