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4- Big Picture
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5- Mainframes
6- Personal Computers (PCs)
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3-Unified Communications and Collaboration UCC
4- Real- Time
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ISMS documentation set

= Information security policy

= Scope statement

= Statement of applicability

= Inventory of information &
system assets to protect

= Risk assessment

= Procedures and applicable
standards

® Contracts (service level
agreements, acceptable use
agreements, etc.)

Review and
=
update ISMS Report(s)

into forum

=

Driven by “process”
documentation

Testing findings
Spot-check findings

Business

processes

Recording
and analysis : e
Y “Evidential

documentation

Security incidents

Suspected weaknesses
Malfunctions

Audit observations
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2. Do:
Implement
& operate
the ISMS

Stakeholders

ISMS establishment,
implementation,
monitoring and

improvement life cycle

—

1. Plan:
Establish the
Stakeholders ISMS
Information t
security
requirements 4. Act:
and Maintain and
expectations improve the
ISMS

3. Check: Managed
Monitor and information
review the security

ISMS
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- Planning ISMS policies
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approach to risk assessment
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